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May 9, 2025 

 

To, 

The Management, 

Next Quarter (formerly ForecastEra Pvt. Ltd.) 

 Hyderabad, Telangana. 

 

NIST SP 800:171 Audit Compliance Report 
 

Scope 

 

Riskpro India engaged to perform a third-party audit of the following systems at Next Quarter against NIST SP 

800:171 requirements: 

 

• Applications in scope 

 Account Growth (earlier account navigator) on Salesforce platform. 

 Financial Clarity (earlier Sales navigator) on Salesforce platform 

 Financial Clarity and Resource Management on AWS platform 

 Revenue Intelligence (earlier Revenue navigator) on Salesforce platform 

 AI- QPilot – on AWS and Salesforce platform 

• Information Security Governance and Human Resources. 

 

NIST SP 800:171 publication provides a Catalogue of security controls for information systems and 

organizations to protect organizational operations and assets. For the scope of this assessment, controls with 

‘Moderate’ security baselines mapped to NIST SP were considered.  

 

Summary Findings / Areas of Concern or Improvement: 

• The organization has all the necessary policies and procedures. 

• Roles and Responsibilities are identified, assigned, and trained across the organization. 

• Organizational and technical measures to be implemented are identified and adequately deployed 

based on the threat alerts, risk assessments, as well as industry best practices. The organization 

focuses on continuous improvement of its security posture. 

 

 

Annexure 1 includes the current cyber security profile based on NIST 800:171 controls implemented by Next 

Quarter. 

 

Conclusion on NIST SP 800:171 Compliance 

 

 

Based on our review and the compliance checkpoints outlined in the Next Quarter 

applications and systems, we believe that the organization and its product 

development comply with NIST SP and corresponding 800:171 requirements.  

 

 

 
Manoj Jain 

Director  
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Executive Summary:  
ForecastEra Technologies Pvt Ltd doing business as Next Quarter (formerly ForecastEra) is a leading 

product-based company on Salesforce platform. Next Quarter is a fast-growing US based AI focused 

product company. Our SaaS products are based on Salesforce Platform and AWS Platform. We help our 

customers get better customer intelligence through analytics, performance dashboards, and forecast 

processes. Next Quarter has 3 products viz. Account Growth, Revenue Intelligence and Financial Clarity 

(previously referred to as Account Plan Navigator (that improves clients’ Sales Team's Performance), 

Revenue Forecast Navigator (that accurately generates actionable, real-time revenue forecasts) and 

Sales Forecast Navigator (that assists your sales team to sell more) on different platforms. Riskpro India 

was engaged by Next Quarter formerly ForecastEra management to perform an assessment against NIST 

SP 800:171 controls. 

Steps performed for the assessment include the following:  

• Assessment of Corresponding NIST SP 800:171 controls with ‘Moderate’ security baseline 

based on: 

o Discussion with the key stakeholders 

o Review of policies, procedures, and other evidence 

o Review of application and cloud infrastructure   

Overview of NIST SP Information Security Model:  
The NIST 800-171Framework is a guideline for Protecting Controlled Unclassified Information in 

Nonfederal Systems and Organizations published by the US National Institute of Standards and 

Technology (NIST) based on existing standards, guidelines, and practices. NIST Special Publication 800-

171 provides a Catalog of security and privacy controls for all U.S. federal information systems except 

those related to national security. It is published by the National Institute of Standards and Technology, a 

non-regulatory agency of the United States Department of Commerce. The framework lists its "core" 

material into various security requirements, as follows. 

Access Control  Maintenance  Security Assessment and Monitoring  

Awareness and Training  Media Protection  System and Communications Protection  

Audit and Accountability  Personnel Security  System and Information Integrity  

Configuration Management  Physical Protection  Planning  

Identification and Authentication  Risk Assessment  System and Services Acquisition  

Incident Response  Supply Chain Risk Management  

Detailed assessment is included in Annexure I. 



Annexure 1: Current Cyber Security Profile based on NIST 800: 171 Controls Implemented by Next Quarter  
 

Requirement NIST   Ref  Title Observations/ 

Gap 

Assessment Remark 

Access Control  03.01.01 Account Management Compliant Organisation has Access Management policy and procedures that 

documents access provision / modification, revocation and reviews. 

 

Access is granted on least privileges basis as default and any 

additional access needs to be approved. 

 

All user machines are independently monitored by the IT team on a 

periodic basis.  

 

Local Group policies require authentication on user machines through 

a password policy. 

 

Account lockout happens after 5 invalid login attempts. 

03.01.02 Access Enforcement Compliant Organisation has Access Management policy and procedures that 

documents access provision / modification, revocation and reviews. 

 

 

Access is granted on least privileges basis as default and any 

additional access needs to be approved.  

 

Access reviews are carried out on monthly basis 

03.01.03  Information Flow 

Enforcement 

Not Applicable There is no flow of data from organisation to client 

03.01.04 Separation of Duties Compliant Roles and responsibilities are well defined in the ISMS manual. 

 

 Entity has segregated business / service delivery functions and 

support functions in various functional groups according to job 
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Requirement NIST   Ref  Title Observations/ 

Gap 

Assessment Remark 

responsibility which clearly defines responsibilities, reporting lines and 

communication mechanism.   

03.01.05 Least Privilege Compliant Organisation has Access Management policy and procedures that 

documents access provision / modification, revocation and reviews. 

 

 

Access is granted on least privileges basis as default and any 

additional access needs to be approved.  

 

Access reviews are carried out on monthly basis 

03.01.06 Least Privilege – 

Privileged Accounts 

Compliant Organisation has Access Management policy and procedures that 

documents access provision / modification, revocation and reviews. 

 

 

Access is granted on least privileges basis as default and any 

additional access needs to be approved.  

 

Access reviews are carried out on monthly basis 

03.01.07 Least Privilege – 

Privileged Functions 

Compliant Access management policy is maintained, and access is provided on 

least privilege basis after the approval. 

03.01.08 Unsuccessful Logon 

Attempts 

Compliant Organisation has implemented account lockout policy which locks the 

account after 5 invalid login attempts 

03.01.09  System Use Notification Not Applicable No specific federal guideline for display of message 

03.01.10 Device Lock Compliant Organisation has implemented account lockout policy which locks the 

account after 5 invalid login attempts 

03.01.11 Session Termination Compliant Organisation has implemented user session termination after 5 

minutes of inactivity 

03.01.12 Remote Access  

 

Compliant 

Products are hosted on PaaS / IaaS and providers default remote 

access mechanism viz, https: is used for accessing the same.  
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Requirement NIST   Ref  Title Observations/ 

Gap 

Assessment Remark 

03.01.16 Wireless Access Not Applicable There is no physical office and wireless connections are not used 

03.01.18 Access Control for Mobile 

Devices 

Compliant Entity has documented policies removable media   

Local media access is restricted on the endpoints 

Hard disk encryption is implemented on the endpoints  
03.01.20 Use of External Systems Compliant Organisation does not allow any external system, only company 

devices are authorised. 

External vendors are not used 

03.01.22 Publicly Accessible 

Content 

Compliant Organisation does  have information publicly available. Only website 

is accessible to public. 

Awareness and 

Training 

03.02.01  Literacy Training and 

Awareness 

Compliant Newly hired personnel are provided sufficient training on information 

security. In this training, physical access, and security policies are 

explained.  

 

An awareness refresher training is provided to all employees on at 

least annual basis. 

Awareness and 

Training 

03.02.02 Role-Based Training Compliant Organisation provided technical training as per the roles and 

responsibilities 

Audit and 

Accountability 

03.03.01 Event Logging Compliant Organisation has configured the logs generation for Antivirus, Kaseya 

tool and review of the same is done on periodic basis. 

In cloud application for application, database and user activity log 

generation is configured however, the actual logs are generated in 

client’s environment 

Audit and 

Accountability 

03.03.02 Audit Record Content Compliant Jira Service Management tool is used for recording and monitoring all 

types of events. 

Cloud Infra events are recorded within cloud tool.  

The tool captures details viz. date, time, nature of event, severity, root 

cause etc. 

Antivirus events are recorded within Anti-virus tools Kaseya tool is 

used for endpoint management and patch and the events are 

recorded within the tool 
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Requirement NIST   Ref  Title Observations/ 

Gap 

Assessment Remark 

Audit and 

Accountability 

03.03.03  Audit Record Generation Compliant Logs are generated for 

1.AWS and Salesforce  

2Antivirus logs are generated and reports are generated which are 

reviewed on weekly basis 

3.Kaseya tool is used for endpoint management and patch and the 

logs for the same are reviewed on monthly basis and discussed in 

monthly MIS meetings 

Audit and 

Accountability 

03.03.04 Response to Audit 

Logging Process Failures 

Compliant Write about log failure alerts mechanism 

Alert mechanism is enabled on tool to report on failure to log events. 

Organisation reviews the logs in monthly MIS meeting and actions are 

taken accordingly and discussed in the meeting 

Audit and 

Accountability 

03.03.05 Audit Record Review, 

Analysis, and Reporting 

Compliant Organisation reviews the logs in monthly MIS meeting and actions are 

taken accordingly and discussed in the meeting 

Audit and 

Accountability 

03.03.06 Audit Record Reduction 

and Report Generation 

Compliant Organisation reviews the logs in monthly MIS meeting and actions are 

taken accordingly and discussed in the meeting 

Audit and 

Accountability 

03.03.07 Time Stamps Compliant Organisation has configured automatic time stamping for audit 

records. 

Audit and 

Accountability 

03.03.08 Protection of Audit 

Information 

Compliant Organisation has Access Management policy and procedures 

documented. 

 

Access is granted on least privileges basis as default and any 

additional access needs to be approved. 

 

All user machines are independently monitored by the IT team on a 

periodic basis. Local Group policies require authentication on user 

machines through a password policy.  

Access to view and modify log is restricted 

Configuration 

Management 

03.04.01  Baseline Configuration Compliant Organisation has Infrastructure Hardening policy documented 

Configuration 

Management 

03.04.02 Configuration Settings Compliant Organisation has Infrastructure Hardening policy documented 
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Requirement NIST   Ref  Title Observations/ 

Gap 

Assessment Remark 

Configuration 

Management 

03.04.03 Configuration Change 

Control 

Compliant Organisation has documented Change Management policy and 

change tickets are recorded and monitored in JIRA ticketing tool. 

Developers do not have access to production 

Access to code repository is limited to developers and final branch 

access is restricted to Product Manager. 

All changes are approved before deployment 

Configuration 

Management 

03.04.04 Impact Analyses Compliant All changes are approved before deployment. 

Roll back plan is defined for all proposed changes.  
Configuration 

Management 

03.04.05 Access Restrictions for 

Change 

Compliant Organisation has documented Change Management policy and 

change tickets are recorded and monitored in JIRA ticketing tool. 

Privileged access to sensitive resources is restricted to defined user 

roles and access to these roles must be approved by Management. 

  

Privileged access is authorised by CISO and reviewed by IT on a 

periodic basis. 

Configuration 

Management 

03.04.06 Least Functionality Not Applicable Only cloud firewall is used and no physical firewall as everyone works 

from home 

Configuration 

Management 

03.04.08 Authorized Software – 

Allow by Exception 

Compliant Organisation restricted the local admin access. Software list is 

maintained for all the approved software. Any exception to the policy 

is approved. 

Configuration 

Management 

03.04.10 System Component 

Inventory 

Compliant Organisation maintains Asset Register which is updated for any 

changes 

Configuration 

Management 

03.04.11 Information Location Not Applicable No Data localisation requirement from any client 

Configuration 

Management 

03.04.12  System and Component 

Configuration for High-

Risk Areas 

Not Applicable Employees use company’s laptop and work from home 

Identification and 

Authentication 

03.05.01 User Identification and 

Authentication 

Compliant Organisation has implemented MFA for the cloud access 
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Requirement NIST   Ref  Title Observations/ 

Gap 

Assessment Remark 

Identification and 

Authentication 

03.05.02 Device Identification and 

Authentication 

Compliant 

 

Employees use company’s laptop and are monitored through Kaseya 

tool. 

External devices are not connecting to systems 

Identification and 

Authentication 

03.05.03  Multi-Factor 

Authentication 

Compliant Organisation has implemented MFA for the cloud access 

Identification and 

Authentication 

03.05.04 Replay-Resistant 

Authentication 

Not Applicable Replay-Resistant Authentication is not applicable as users use 

platform level authentication which is managed by cloud vendor 

Identification and 

Authentication 

03.05.05 Identifier Management Compliant Organisation has process in place for providing Unique ids and 

passwords for all the users and access is provided after the approval 

Company does not allow reactivation of ID belonging to an exited 

employee. 

Identification and 

Authentication 

03.05.07 Password Management Compliant Organisation has Password Policy documented which is enforced on 

all the local devices. 

Identification and 

Authentication 

03.05.11  Authentication Feedback Compliant Organisation has configured for display of failed authentication 

message 

Identification and 

Authentication 

03.05.12 Authenticator 

Management 

Compliant Organisation has implemented MFA for the cloud access. Process is 

in place for providing Unique ids and passwords for all the users and 

access is provided after the approval 

Incident Response 03.06.01 Incident Handling Compliant Organisation has documented Incident Management Policy 

Incident Response 03.06.02 Incident Monitoring, 

Reporting, and Response 

Assistance 

Compliant Organisation has documented Incident Management Policy and 

incidents are recorded and monitored through Jira tool 

Incident Response 03.06.03 Incident Response 

Testing 

Compliant Organisation has documented Incident Management Policy and 

incidents are recorded and monitored through Jira tool and sample 

tickets verified 

Incident Response 03.06.04 Incident Response 

Training 

Compliant Organisation has documented Incident Management Policy and 

incidents are recorded and monitored through Jira tool and sample 

tickets verified 
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Requirement NIST   Ref  Title Observations/ 

Gap 

Assessment Remark 

Incident Response 03.06.05 Incident Response Plan Compliant Organisation has documented Incident Management Policy and 

incidents are recorded and monitored through Jira tool and sample 

tickets verified 

Maintenance 03.07.04 Maintenance Tools Compliant Organisation uses Blancoo drive eraser solution  for deleting the data 

from hard drives 

Maintenance 03.07.05 Nonlocal Maintenance Not Applicable Employees use company’s laptop and work from home 

Maintenance 03.07.06 Maintenance Personnel Compliant 

 

Maintenance is carried out by internal IT support personnel 

Media Protection 03.08.01 Media Storage Not Applicable Media is not used for any storage. Customer cannot download any 

data on their endpoints 

Media Protection 03.08.02 Media Access Not Applicable Media is not used for any storage. Customer cannot download any 

data on their endpoint 

Media Protection 03.08.03 Media Sanitization Compliant Organisation sanitizes Laptop hard drive periodically 

Media Protection 03.08.04 Media Marking Not Applicable Media is not used for any storage. Customer cannot download any 

data on their endpoint 

Media Protection 03.08.05    Media Transport Not Applicable Media is not used for any storage. Customer cannot download any 

data on their endpoint 

Media Protection 03.08.07 Media Use Compliant Organisation restricted the USB access through Anti-virus policy 

Media Protection 03.08.09  System Backup – 

Cryptographic Protection 

Compliant Organisation has encrypted the servers on cloud. Further, the 

encryption is in place for laptop hard disk 

Personnel Security 03.09.01 Personnel Screening Compliant Organisation carries background verification process through vendor 

for all the new joiners 

Personnel Security 03.09.02  Personnel Termination 

and Transfer 

Compliant Organisation deactivates the exited user within 24 hours of last 

working day from all the logical access and confirmation email from IT 

is shared to HR 

Physical Protection 03.10.01  Physical Access 

Authorizations 

Not Applicable There is no server room and employees work from home 

Physical Protection 03.10.02 Monitoring Physical 

Access 

Not Applicable There is no server room and employees work from home 
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Requirement NIST   Ref  Title Observations/ 

Gap 

Assessment Remark 

Physical Protection 03.10.06  Alternate Work Site Not Applicable There is no server room and employees work from home 

Physical Protection 03.10.07 Physical Access Control Not Applicable There is no server room and employees work from home 

Physical Protection 03.10.08  Access Control for 

Transmission 

Not Applicable There is no server room and employees work from home 

Risk Assessment 03.11.01  Risk Assessment Compliant Organisation has documented Risk Assessment Procedure and Risk 

Register is maintained which is reviewed annually or whenever there 

is a change 

Risk Assessment 03.11.02 Vulnerability Monitoring 

and Scanning 

Compliant Organisation performs third- party VAPT annually and all the 

vulnerabilities identified  are closed 

Risk Assessment 03.11.04  Risk Response Compliant Organisation has documented Risk Assessment Procedure and Risk 

Register is maintained which is reviewed annually or whenever there 

is a change 

Security Assessment 

and Monitoring 

03.12.01 Security Assessment Compliant Organisation conducts internal audit half yearly. Further, organisation 

is also ISO 27001, ISO 9001 , ISO 27701 and SOC certified. 

Security Assessment 

and Monitoring 

03.12.02 Plan of Action and 

Milestones 

Compliant Organisation conducts internal audit half yearly. Further, organisation 

is also ISO 27001, ISO 9001 , ISO 27701 and SOC certified. 

Security Assessment 

and Monitoring 

03.12.03 Continuous Monitoring Compliant Organisation conducts internal audit half yearly. Further, organisation 

is also ISO 27001, ISO 9001 , ISO 27701 and SOC certified. 

Security Assessment 

and Monitoring 

03.12.05 Information Exchange Compliant Organisation uses licensed version of Twillo interface for clients who 

requested for exchange of information 

System and 

Communications 

Protection 

03.13.01  Boundary Protection Compliant Entity monitors and control  communications at external managed 

interfaces to the system and key internal managed interfaces within 

the system.?? 

System and 

Communications 

Protection 

03.13.04  Information in Shared 

System Resources 

Compliant Organisation has Access Management policy and procedures 

documented.  

 

Access is granted on least privileges basis as default and any 

additional access needs to be approved. 
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Requirement NIST   Ref  Title Observations/ 

Gap 

Assessment Remark 

All user machines are independently monitored by the IT team on a 

periodic basis.  

System and 

Communications 

Protection 

03.13.06 Network Communications 

– Deny by Default – Allow 

by Exception 

Compliant Organisation grants access on least privileges basis as default and 

any additional access needs to be approved. For Cloud access MFA 

is implemented, and access is restricted through cloud firewall 

System and 

Communications 

Protection 

03.13.08  Transmission and Storage 

Confidentiality 

Compliant Organisation has encrypted the servers on cloud.  

System and 

Communications 

Protection 

03.13.09  Network Disconnect Compliant Organisation has implemented user session termination after 5 

minutes of inactivity 

System and 

Communications 

Protection 

03.13.10  Cryptographic Key 

Establishment and 

Management 

Compliant Organisation has encrypted the servers on cloud.  

System and 

Communications 

Protection 

03.13.11 Cryptographic Protection Compliant Organisation has encrypted the servers on cloud.  

System and 

Communications 

Protection 

03.13.12 Collaborative Computing 

Devices and Applications 

Not Applicable Employees use their company laptop and work from home 

System and 

Communications 

Protection 

03.13.13 Mobile Code Not Applicable No mobiles code technologies are obtained from remote systems. 

System and 

Communications 

Protection 

03.13.15  Session Authenticity Compliant Organisation has SSL certificated for authentication of sessions 

System and 

Information Integrity 

03.14.01 Flaw Remediation Compliant Organisation has implemented Kaseya tool for endpoint and patch 

management. Cloud is monitored through cloud monitored. 

Microsoft Defender is used for email monitoring. 
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Requirement NIST   Ref  Title Observations/ 

Gap 

Assessment Remark 

System and 

Information Integrity 

03.14.02 Malicious Code Protection Compliant Organisation has implemented Symantec Anti-virus across the 

organisation for preventing malicious code and any virus attack. 

 

The tool performs regular scans and alerts are generated for any 

suspicious activity. 

System and 

Information Integrity 

03.14.03 Security Alerts, 

Advisories, and Directives 

Compliant Organisation has implemented Symantec Anti-virus across the 

organisation for preventing malicious code and any virus attack.  

 

The tool performs regular scans and alerts are generated for any 

suspicious activity. 

System and 

Information Integrity 

03.14.06 System Monitoring Compliant Organisation has implemented Kaseya tool for endpoint and patch 

management. Cloud is monitored through cloud monitored.  

 

Microsoft Defender is used for email monitoring. 

System and 

Information Integrity 

03.14.08 Information Management 

and Retention 

Compliant Organisation has documented Retention policy which is reviewed 

annually 

Planning 03.15.01 Policy and Procedures Compliant Organisation has documented all ISMS policies and processes which 

are reviewed annually 

Planning 03.15.02 System Security Plan Compliant Organisation has documented all ISMS policies and processes which 

are reviewed annually 

Planning 03.15.03 Rules of Behaviour Compliant Organisation has documented HR, Code of Conduct , Job Description 

and Acceptable Usage policy.  

 

These policies are acknowledged by the employees while onboarding 

System and Services 

Acquisition 

03.16.01 Security Engineering 

Principles 

Compliant Organisation has documented Change Management policy and 

change tickets are recorded and monitored in JIRA ticketing tool. 

System and Services 

Acquisition 

03.16.02 Unsupported System 

Components 

Compliant Organisation has documented Risk Assessment Procedure and Risk 

Register is maintained which is reviewed annually or whenever there 

is a change 
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Requirement NIST   Ref  Title Observations/ 

Gap 

Assessment Remark 

System and Services 

Acquisition 

03.16.03  External System Services Compliant 

 

 Organisation uses cloud vendors (AWS and SalesForce) which are 

SOC certified. 

Supply Chain Risk 

Management 

03.17.01 Supply Chain Risk 

Management Plan 

Compliant Organisation has documented Vendor Security policy which covers 

process for vendor onboarding, reviews, monitoring 

Supply Chain Risk 

Management 

03.17.02  Acquisition Strategies, 

Tools, and Methods 

Compliant  Organisation has documented Vendor Security policy which covers 

process for vendor onboarding, reviews, monitoring 

Supply Chain Risk 

Management 

03.17.03  Supply Chain 

Requirements and 

Processes 

Compliant Organisation has documented Risk Assessment Procedure and Risk 

Register is maintained which is reviewed annually or whenever there 

is a change 

 


